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How to install an SSL on a Windows Server 2012
R2 - IIS 8.5

- 2020-02-28 - Alaxeipion

Open the ZIP folder containing your certificate. Save the file called your domain name.cer on the desktop of
your server. On the Start screen, click or search the Internet Information Service management (IIS) and open it.
Click on the name of the server. In the main menu, double-click on the Server Certificates button in the IIS
section (located in the center of the menu).

| Internet Information Services (IIS) Manager \;‘i-
© [ » win-coakuokeD » |@ « 4 @~

File  View Help

ii;g WIN-C93AKUOJKPD Home

&,' ]-_‘ l l& Open Feature
&5 Start Page
{ Filter: + W Go - GyShowAll |G by: Manage Server
b €3 WIN-CO3AKUOIKPD | o' Go - g Show Al | Group by =
mm N = Restart
3 1 ~= P Start
4 i :
i![;&) ﬁ] /] % B Stop

Authentic.. Compression  Default Directory  Error Pages Failed View AppiicataniEo

Document  Browsing Request Tra...
= 5 View Sites
@ é :: %é ?o.?g E» % L Change .NET Framework
—! v
Handler HTTP HTTP  IPAddress  ISAPIand  ISAPI Filters e
Mappings Redirect Respon..  and Doma.. CGl Restri.. (V] Get New Web Platform
— - Components
= = I = =
E = o F = L @ rer
Legging  MIME Types  Modules Output Request Server = Online Help
Caching Filtering Certificates
€ty
Worker
Processes LI
Management ~
= =N a2 a2 =L =
<[ m > (.| Content View
Ready qﬂ.:i

From the Actions menu (on the right), click on Complete Certificate Request... It will open the Complete
Certificate Request Guide.
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Navigate to the domain name.cer file that COMODO provided you. Next, you must enter a friendly name.

This name is not part of the certificate itself, but it is used by the server administrator to easily identify the
certificate. Select the new certificate in the personal certificate shop.

Specify Certificate Authority Response

Complete a previcusly created certificate request by retrieving the file that contains the certificate authority's

TESpONSe,

File name containing the certification authority's response:

| Ch\Users\Administrater\Desktop'your_domain_name.cer

Friendly narne:

|yourdomain.com

Select a certificate store for the new certificate:
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By clicking on OK, the server certificate will be installed

Note: There is a well-known IIS 8 request, which presents the following error: "Failed to delete certificate". If

this is the same server where you created the CSR, in most cases, the certificate will be installed. Simply close
the dialog box and press F5 in order to renew the server certificate list. If the new certificate is now on the list
then it is installed on the server, but you should check and make sure that the certificate is in the Web Hosting

section. If not, you can move it there, if it isn’t included i

n the list, you will have to repeat your certificate’s

version using the new CSR (see instructions to create a CSR for IIS 8). Since you created a new CSR address,
log into your COMODO account and click on the button to replace your certificate.

Once the SSL Certificate has been installed successfully on the server, you will have to register that certificate
on the appropriate website using the IIS service. From the Connection menu in the main service administrator

window Internet Information (IIS),select the name of the

server where the certificate was installed.

In the section Sites, select the website that you want the SSL for. From the Actions menu (on the right), click
on Bindings ... This will open the Binding Sites window.
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In the window Site Bindings, click on the Add... option

. This will open the window Add site bindings.
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In the section Type, select https. The IP address must be the one belonging to the website or All Unassigned
and the port above which the traffic is secured with the SSL is usually 443.
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Click on OK.
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