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How can I install Let&rsquo;s Encrypt SSL
certificate through my Plesk control panel ?

-2020-03-16 - SSL / Let's Encrypt

Let's Encrypt SSL Certificate is a Certificate Authority (CA) that enables you to create a free SSL certificate for
your domain.

You can install it easily through Plesk by following these steps:

1. Log in to myTophost Panel and select Plesk Login to connect to Plesk of the package you are interested in.
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2. In Websites & Domains tab, choose SSL/TLS Certificates.
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Scan is not performed yet. Click "Scan” to crawl your site.
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3. In Entry-level protection category, click on Get it free button.
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A Your domain is not secured with a valid SSL/TLS certificate. Order or upload one to secure your domain.

Entry-level protection

Let's Encrypt DV certificate. A good starting point if you are not sure what certificate you need. Can later be
upgraded to an OV or EV certificats

4. In the next window,

PHP Settings (v7.2.25) @ Nodejs & Rudy

= Apache & nginx Settings Applications File Manager
DN Settings Mail Importing Website Importing
Mail Accounts Lt Mall Settings Bl Limit Outgoing Messages
Web Application Firewall & Password-Protected Directories Logs

= Web Users L3 ImunifyAv [, DNSSEC

Powered

H Let’s Encrypt



SSL/TLS Certificate for

© The current SSL/TLS certificate is valid to June 10, 2020. It will be used to secure your website until a new one Is issued.

Entry-level protection

2,
B Lets Encrypt [Choose another]
Let's Encrypt is a certificate authority (CA) that allows you to create a free SSL/TLS certificate for your domain.
By proceeding you acknowledge that you have read and agree to the Let's Encrypt Terms of Service.
Note: The certificate will be automatically renewed 30 days in advance before its expiration.

Email address * [ @gmail.com ]

Make sure to use a valid email address to receive important
notifications and warnings.

Secure the wildcard domain (including www and webmail)

*
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ebmail on this domain
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Assign the certificate to mail domain

IMAP, POP, SMTP on
l Get it free | Cancel

e Type your email address (may be used in emergency announcements or some key loss to resubmit)

e Check Secure the wildcard domain (including www and webamail), which includes
www.yourdomain.com , the webmail and all the rest subdomains of your main domain, in case that
they exist. Otherwise, you can choose only the instance you want to be secured:

o If you want to install SSL for www.yourdomain.com, check the box Include a "www"
subdomain for the domain and each selected alias
o If you want to install SSL for webmail, check the box Secure webmail on this domain.

e Check Assign the certificate to mail domain, which includes IMAP, POP and SMTP service of
your domain in case that it is necessary.

e Select on Get it Free

4. In order Let's encrtpt to be activated, a TXT record needs to be added in your domain's DNS zone. In case
that DNS zone responds from the same server, TXT record is added automatically. Otherwise you need to
manually add the corresponding TXT record in your DNS zone. Once TXT record has been added on the DNS
zone, click on Reload and give some minutes for SSL to be issued.

Websites & Domains > > SSUTLS Certificates >
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Started issuing a wildcard SSL/TLS
certificate from Let's Encrypt for
— the domain ¢

Please wait while Plesk finishes adding a DNS
record with the following parameters:
Record type: TXT

Domain name: _acme-challenge. 1"

Record: iOPVitLDH4SMWGKR]S-
OnPIEAZO93ZrZ5PinLWaAWRE

To terminate and delete the existing certificate
request, click "Cancel".

Before clicking "Reload", make sure that the DNS
record was added and can be resolved externally.

4. Upon completion of the installation, there is a confirmation message (as shown in the following message) that
indicates the SSL is successfully installed on your domain.
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