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DKIM (DomainKeys Identified Mail) is an email authentication method, designed to detect forged addresses in
emails (spoofing). It allows the user to make sure that the email they received doesn’t come from a specific
domain and has really been authorized by the said domain owner. The goal is to deter forged sender addresses
in the email, a technique often used in phishing and spam email.

Usually, DKIM signatures are not visible to the final users, and they are placed or verified by the infrastructure,
not by the senders and the receivers of the email.

A. If you are using a hosting provided by Top.Host:

You can activate DKIM signatures through Plesk. In order to do this, follow the instructions described below: 

1. Log into myTophost Panel and click on Plesk Login in order to connect to the Plesk of the plan that you are
interested in.

2. Click on Mail Settings and check the box Use DKIM spam protection system to sign outgoing email
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messages.

Click on Apply and OK.

B. In case your hosting isn’t provided by Top.Host, however, your email service is:

 

Follow the instructions previously described and in the DNS Settings, copy the DNS record that was created
during the DKIM signature activation and paste it in the company providing your hosting services.

The record will have a similar structure to the one shown in the image below:



 


